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Happy International Data Privacy Day, January 28, 2021!  As part of your 2021 new year “To Do” 
list, Privacy Hygiene should be at the top of your list, both at work and at home.  
 
What is Privacy Hygiene? I borrowed the term from the cybersecurity world where cyber 
hygiene is known as those processes and steps that you take to maintain system health and 
security. If you want more information about steps that you can personally take for good cyber 
hygiene, check out the Rules of Behavior that are part of the procedures for UCAR Policy 1-7 
Information Security.  Similarly, privacy hygiene is the steps that you can take to ensure that 
your and others’ private and confidential information and data is secure and only shared with 
those who need to have it. 
 
The bottom line is that you, and you alone, are responsible for your privacy. At work you may 
also be responsible for handling and maintaining the security of other employees’ and third 
parties’ confidential and private information. So, what are some basic steps you can take? 
 
At work: 

o Review the privacy principles and toolkit located on the Privacy website.  
o If you are responsible for handling others’ PII (Personally Identifiable Information), 

download and follow the PII Inventory and Protection Guide. 
o Always, always ask yourself, why do I need this information and can I get the result, 

answer or perform the task without asking for or using personal data? 
o Limit the use of your work devices for personal matters. Over the years, we have seen 

huge files of PII saved on work computers, including tax returns. Limit the use of your 
personal devices for work matters. If you conduct work on personal devices, legally, 
UCAR has a right to review those devices. 

 
At home: 

o Be a blocker. Set your browsers to block tracking.  
o Passwords 

• Change them and make them complex. 
• Auto-saving passwords and credit cards on third-party sites is risky, unless you 

are using a password manager. Here’s just one article from Money (there are lots 
of others out there) explaining why that time-saving autofill function is risky. 
Here’s another explanation from Kaspersky about how malware steals autofill 
data from browsers. 

o Clean out your browser histories, because, duh; see the prior bullet. 
o Understand cookies and tracking technologies; here’s an overview from UCAR's notice. 

• For third-party cookies, you can learn more about the choices provided by 
advertisers that allow individuals to decide how their information is collected 
and used by visiting the third-party site directly, or the Digital Advertising 
Alliance (www.aboutads.info), the Network Advertising Initiative. 
(www.networkadvertising.org/managing/opt_out.asp) or the European Digital 
Advertising Alliance (www.youronlinechoices.eu). 

https://operations.ucar.edu/policies/1-7-information-security
https://internal.ucar.edu/counsel/privacy-protection
https://internal.ucar.edu/sites/default/files/files/attachments/2021-01-25/2021_PII_Inventory_Protection_Guide_handout_JC-1.pdf
https://money.com/google-chrome-autofill-credit-card/
https://usa.kaspersky.com/blog/browser-data-theft/18369/
https://www.ucar.edu/cookie-other-tracking-technologies-notice
http://www.aboutads.info/
http://www.networkadvertising.org/managing/opt_out.asp
http://www.youronlinechoices.eu/

